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However, because the bank did not see the underlying document, it will not be able to trace it back to the person requesting the signature, even though it can recognize the signature as its own To achieve this same concept mathematically, Chaum proposed a scheme with the following core idea Let ((n, e), (p, q, d)) be an RSA public   private key pair The customer will actually create a monetary note, call it m The customer then picks a random number r and computes   = m   r e mod n The customer gives   to the bank The bank  signs   :   =  d mod n and gives the signature back to the customer Now, observe that  d = md r ed = md   r mod n The customer computes   =     r  1 mod n Then   = md mod m, which is a valid signature on the message m.
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All technological practice is dominated by well-de ned communities of practitioners which are tautological with equally well-de ned, wellwinnowed traditions of technological practice.
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		However, the bank only sees m   r e , which gives it no information about m since r was chosen randomly by the user and was effectively used to blind m We remark that the protocol, as we have just presented it, should not be directly used in an actual system In particular, there is nothing to prevent the user from constructing a message that says  this note is worth $100,000,000  and getting the bank to sign it There are a number of mechanisms to deal with this type of issue One is to use a  cut-and-choose  protocol, in which the user essentially provides a number of blinded messages (with, perhaps, different serial numbers) to the bank, the bank picks which one it will sign and requires the user to reveal the blinding factors for the unpicked messages.
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9
The open-loop gain |GOL | will often have a slope of  12 dB/octave at low frequencies (Fig. 9.16). Therefore, its reciprocal and, as a result, the magnitude of the error response, will have a slope of +12 dB/octave. When this response multiplies the input PPSD S ,in , which typically has a  9 dB/octave slope at low frequencies, the resulting slope becomes positive; S   (fm ) decreases as fm goes toward zero, and the integral of the resulting S  becomes  nite. The higher is the gain of the carrier-recovery loop, the more the low-frequency noise will be suppressed and the smaller will be S   (fm ), which determines the phase noise ultimately seen on the data. At low fm , the loop is tracking the phase noise that is on the data so this noise appears on both inputs to the data-measuring phase detector, producing no phase difference and, therefore, no output noise. At very low frequencies the error will again increase with decreasing frequency due to an inevitable reduction of the gain slope and, possibly, due to  40 dB/decade noise. Noise at very low frequencies may represent a very long term process corresponding to  nite operational lifetime.
If those revealed messages are legitimately formed, the bank has con dence that the user is behaving properly, and it will be more amenable to signing the remaining unrevealed message Yet another technique is for the bank to associate a speci c veri cation key to a speci c type of transaction For example, it may specify a veri cation key that can only be used for withdrawals of $100 Beyond their uses in electronic cash, blind digital signatures may also be used for electronic voting Here, providing anonymity is easily seen to be a big concern Another construct that can be achieved using techniques from public-key cryptography is that of a ring signature Such a signature allows a person to effectively sign a document, but only have the signature be traceable back to a group of public keys, one of which belongs to the original signer.
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